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Castellum Labs
Ransomware Response & Forensic Services
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Responses, for Attacks & Breaches

Data Losses & Data Stealing

Insider Malicious Activities

Ransomware Attack

Business Mail Compromise

#1 #2

#3 #4

BREACHES

A comprehensive capability of 
handling breach and attack situation, 

across all types & for all situations
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Guiding Process for Response

Ransomware 
Incident 

Coordination

Coordinate with triaging 
committee, assess severity 
of ransomware attack

Gather IR team, pick people 
from system, network & 
cloud teams

Scope the investigation for 
incident response and 
closure

Collect IR documents and 
system, network and cloud 
data

Declared Incident

#1 #2 #3 #4

Follow Plan

Containment Biz Escalation Reporting Termination Feedback

Further containment 
actions to be decided 
and communicated to 
incident tech action 
coordinator

Communicate to biz 
along with incident 
summary page for 
potential PR and legal 
actions

Collect evidences, 
decide about forensic 
needs and prepare 
incident reports

Communicate closure 
of incident to all PJL 
stakeholder along 
with incident closure 
statement

Conduct post incident 
meeting for sharing 
learning, intelligence 
and corrections
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MITRE Mapped Tracing Model, Ransomware
A sample of Lockbit Compromise Scenario’s MITRE Mapping
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Parallel Stages of Ransomware Response

Castellum’s Three parallel 
approaches are adopted, for 

rescue, response and recovery

Stage 2 
Forensic & 

Data Recovery

Stage 3 
Cleanup & Ops 

Resumption

➢ Assess damage

➢ Recovery attempt for data

➢ Root cause analysis & conclusion

➢ Search and clean up

➢ Isolation completion

➢ Secure configurations

Stage 1 
Containment 

Actions

➢ Find attack route

➢ Establish compromise state

➢ Block from further escalation
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Forensic Methodology Sample

Manual & Tools

Manual

Manual

Manual & Tools

Manual & Tools

Manual

Tools

Tools

Manual

Manual

Manual

Manual

Manual & Tools

Manual & Tools

Manual & Tools

Manual & Tools

Manual & Tools

Manual

Manual

Manual

Manual

Manual & Tools

Tools

Manual & Tools

Manual & Tools

Manual & Tools

Manual & Tools

Manual

Manual

Manual

File Recovery Model
Key Detection for Recovery

Investigation/Recovery Stages Objective Manual/Tool

Server Footprinting
Network Footprinting

Inventory of all server's details, including 
accesses &  state

Network Logs Forensic
Network Isolation Checks

Checking network logs for evidential 
correlation with server's events

Closing Gaps in Attacker's Path
Eliminating APT Elements

Eliminating persistent code or tech used by 
attackers and closing access path for 

attackers

Forensic Report Writing
Closure of Stage 1

Writing final reports, with forensic 
investigative conclusioon

Detecting file encryption model and 
establishing decryption key for files

Attempt to Recover Files
Validation of Recovered Files

Using decryption key to recover files and 
validating recovered files

System Isolation
Files/Data Isolation

Taking recovered data and associated 
systems into isolation

Attacker's Path Detection
Root Cause Analysis

Establishing attacker's entry and exploitation 
of gaps by attackers

Affected Elements Scoping
Damage Inventory Building

Checking for all files on affected servers, to 
assess damage

System Changes Detection
Attackers' Foothold Detection

Detecting attacker's persistent model on 
servers and inventorizing system changes 

made by attacker
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Roles and Responsibilities, Ransomware

Role Nominated Person Role/Function

Escalation/comm lead Works on handling escalation

Tech action coordinator Works on first response, all initial tech actions

Incident coordination lead Overall incident coordination leader

Reporting lead/approver Reviews final reports of incident

Regulatory lead Decides if to do regulatory reporting

Media and PR lead Decides if to prepare a media strategy

Legal point of contact Reviews legal requirements of incident
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Sample Forensic Compilations
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Forensic Analysis Flow (Sample)

Shutdowns
& Server 
Controls

Internal laptop
Nick’s laptop

Team Viewer 
Compromised

Domain Controller
Active Directory

Large no of special 
privilege logons

System audit 
policy changes

New processes, 
“C”/”R” created (for 

copy/encryption)

Csrss.exe 
executed from 

unusual location

External 
connection made 

for extraction

Data 
Extracted

(Taken to C2C)
(Taken to 
Darkweb)

(Either a direct 
access or through 

a phishing)

Data Copied 
& Encrypted

(Local on server)
(.play encryption)

RDP Access
Known Credentials

Critical Server Set
Three Servers

R
D

P
 A

cc
es

s
K

n
o

w
n

 C
re

d
en

ti
al

s

Play Ransomware 
Tools/Tech 
inititated
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Data Recovery Model

“Getting stolen files back and 
recovering them is the top 
priority”

#1
We found all locations 
where stolen files are 

kept

#2
We are extracting all 105 

files (>500GB data)

#3
Conducting quarantine 
and checks on all files

A.
Finding Content of .rar

B.
Itemizing File Names

C.
Arranging .rar on Cloud#4

Will place them on a 
cloid storage post checks
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Data Recovery Model, Extractions Based

“We extract data from ransomware post 
sites, darkweb data dumps and 
other seller locations”

Darkweb
Places

Data 
Sellers
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Data Recovery Model, Local Decryptions

Castellum Labs Owned 
Decryption Key Library

Decryption Tool Set
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Key Strengths

CLabs
Strengths

Large set 
ransomware 
research work

IOCs & signatures 
for quick/rapid 
investigations

Library of decryption 
keys and decryption 
tools across 

Dozen of ransomware situations and 
response handled for mid to large 
customers across world
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Additional Tool Sets Used

# Tools/Components/Tech Source Comment

1 Forensic Data Extraction Inhouse

2 Elastic Open Source

3 Maltego Open Source

4 OCTI Custom Stack

5 Forensic Web Sites Surface Web

Custom forensic modules 
developed by our ransomware 

experts are used

Custom data extraction utilities 
developed by our ransomware 

experts/engineers

For a given situation, we also 
customize our scripts & utilities 

for response actions
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Clear Visibility You Get … 

Nicholas
a/c in active 

state on 
servers

All four 
Servers 

carrying no 
hardening

RDP 
connection to 
Nick’s laptop 
from outside

Multiple 
privileged 

accounts on 
servers

Does not seem like a 
coincidence that all privileged 

accesses of Nicholas on 
servers still exist

It is possible that hardening or 
security configs were disabled 

knowingly with malicious 
intent, by someone

Nick’s laptop can be accessed 
through Team Viewers, so 
enabling RDP from outside 

does not make sense

Someone created multiple 
privileged accounts on server 

which is not a common activity 
by system admin

These are potential loopholes which were exploited 
during this attack and subsequent compromise
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Comprehensive Forensic Report, A Glance

“Focus on data, exact scenario and evidence based conclusion & actions”
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Comprehensive Forensic Report, A Glance

“Process level visibility is created, in ransomware attack flow & state”
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Type of Ransomware Handled

• Large range of ransomware handling has been done by Castellum Labs in recent years
• We keep a track of the ransomware related developments across the internet
• A carefully built response model, using deep research model



Keep in Touch.
+91 8639953505 enquiry@castellumlabs.com www.castellumlabs.com

Too find details about Castellum Labs, see next few slides ….  
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About Castellum

Services delivered by Global 
Cyber Capability Center using 

advance Platforms

Strong Handpicked Team of 
50+ with (best of security 

talent globally)

Subscription & annual 
contract modeled services 

delivered globally

Based in Hyderabad, India 
with global customer base 
across India, US, Europe

Started by people with 
decades of product, services 

& deep tech experience

Value + Impact from Day 
One, No Installation & No 

Deployment

Our 
Customer 
Footprint
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Leadership Team

Rajeev Shukla
Founder & CEO

(India based)

Rama 
Advisor and Head – US Ops

(US based)

Rinky (Sukriti)
Head of Strategic Sales

(India based)

Senior business leader with dozens of stints with 
MNCs for building data center, networking & 

cyber security businesses (product & services)

Ex-Vice President CA Technologies, Director and Product 
Line Manager – Sun Microsystems, Ex-Vice President – 

Quark, Ex-CTO – Cygilant, Ex- Chief Strategy Officer – GSS, 
Ex-CTO and Chief Product Officer - Sequretek

Senior business leader with 30 years of 
experience in US & India, across entire spectrum 

of IT industry in services & product companies

Head IT – Aryaka, Ex-PwC, Ex-IBM, Ex-VMWare, Ex-
Malwarebytes, Ex-Infosys and Ex-NetApp

Seasoned operational leadership from NGO 
sector, with experience across Sales, HR, 

Operations and Legal

Started corporate journey with Castellum and 
handled variety of roles, HR, Pre-Sales & Sales
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Some of Our Enterprise Customers

Across Sectors__> Banking / Insurance / Manufacturing / Pharma / Biotech / SaaS / IT-Services / e-Commerce/ Retail / Government / NGOs / FMCG /   

Across Cities & Countries__> Mumbai / Bengaluru / Hyderabad / Delhi / Indore / Chennai / Kolkata / Bhopal / Pune / 
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Some More of Our Enterprise Customers



w
w

w
.c

as
te

llu
m

la
b

s.
co

m

What Our Customers Say

Sathya Paul

CIO – ViaPlus

Sanjay Jha

CTO – Lets Venture

Srini Guthula

CEO – ChefDesk
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Various Platforms
Delivery platforms for 
service automation & 

orchestration

Ownership

Cloud based Labs
All work in our 

engagement is done 
from secure cloud labs

Long Term
Available as a 

subscription or annual 
contract, with real ROI

Beyond Reporting
Human assessment, 
deep skills, analytical 

insights

Enterprise Security, Not Transactional Projects

Castellum LabsCustomer

Closure

Transparent

Program

Deep Analytics

Posture Shift

Adaptation

Realtime

Unified

Continuous

Insights

Decision

ROI
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Cyber Transformation Services

AppSec Programs & DevSecOps
Transformational Project for Shift Left

DevSecOps

Adoption, Engineering & Compliance
Transformation Project for Continuous Privacy 

Privacy Engineering

Counter Intelligence Powered
Quarterly or Monthly Hunt/Runs

Threat Intel & Hunt

Red Team <> Blue Team Modeled
Annual Program for Vuln Management

VAPT/VACA Programs Periodicity
Modelled
Program Surface

Exposure
Management

Continuous
Shift Left 

Model
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Security Services (Projects) Portfolio

Breach & Attack Simulation

Simulations for Defense Capability

SOC / SIEM Adoption

Implementations & OptimizationsCloud Workload & DC Hardening

Infrastructure Security Cyber Certifications

PCI DSS and SOC 2 Type 1 and 2

Incident Response

Runbooks, Process & Breach Handling

Security Assessments

Gap, Audit and MaturityPhishing and Emp Awareness

Employee Awareness Automations & Insight

Security Data Lake & SecOps
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